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Information protection in automated information systems. Definition, threats, 
approaches and measures to protect information 
The basic issue of information security in automated information systems are 
definitions of key terms regarding data protection and information security. The basic 
potential threats to information security in information systems. The basic approaches 
to problem-solving information security of corporate information systems, measures 
to 
protect information in information systems, the main approaches to the management 
of 
IT infrastructure as part of ensuring a high level of reliability and security of 
information systems. 
Definitions of key terms regarding data protection and information 
security. According to the Law of Ukraine "On information" [1] "On protection of 
information in automated systems" [2] "On protection of information in 
telecommunication systems" [3] "Terminology in the field of information security in 
computer systems from unauthorized access Sun Heat 1.1-003-99 "[4] defines the 
main terms of data protection and information security, namely, protection of 
information systems, information (automated) system, information and 
telecommunication systems, complex systems of information protection, Technical 
information security, information security in automated systems (information 
protection, information security, computer system security), information space, 
information infrastructure, information security, integrity of information, privacy 
information, the reliability of information, the importance of legal information, access 
to information, etc. 
Potential threats to information security in information systems. How 
urgent problem of information protection from various threats can be seen in the 
data published by the Computer Security Institute [5] (San Francisco, CA, USA), 
according to which the security breach computer systems is for the following 
reasons: 
• Unauthorized Access – 2%; 
• rooting viruses – 3%; 
• technical failure network equipment – 20%; 
• purposeful actions of staff – 20%; 
• human error (insufficient training) – 55%. 
Thus, one of the potential threats to information in information systems 
should be considered accidental or deliberate destructive actions of personnel 
(human factor) as they constitute 75% of all cases. 
Basic approaches to solve the information security of corporate 
information systems. At present, formed the theoretical and practical basis for the 
development of theoretical positions and practical use of information security, 
electronic documents and electronic document information technology. 
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In scientific studies in the field of information security are two qualitatively 
different directions. 
The first – is the protection of information in the form of information on 
traditional media (paper, magnetic, optical). 
Second – defense transformation processes information - technology 
invariant to the content of protected information. 
In practice, most institutions, business organizations, there are two basic 
approaches to creating secure corporate information systems, namely fragmented 
and complex [6, 7, 8]. 
Fragmented approach is clearly aimed at countering specific threats in the 
given conditions. As examples of this approach can set individual access controls, 
encryption independent specialized anti-virus software and more. 
The advantage of this approach is the high selectivity to a specific threat. 
The main drawback is its lack of a single secure environment processing. 
As protection subsystem, based on fragmented approach is not an essential 
component of the information system, if you disable individual security features as a 
result of unauthorized acts user-attacker, the other elements of the information 
system continues to work normally, which further reduces the reliability of 
protection. 
A comprehensive approach is aimed at creating a secure environment in the 
information processing system that brings together disparate measures against threats. 
When integrated approach protective functions implemented in the 
corporate information system during its development and deployment, and is an 
integral part of, and the information is protected not only in the form of 
information to the media, but also conversion processes information. Despite its 
advantages integrated approach has a significant disadvantage - it does not 
provide full and adequate protection of information systems against new and 
advanced threats. 
Measures for the protection of information in information systems. 
Measures of information protection in information systems will be 
considered from the perspective of development and creation of complex 
information security systems, as a set of organizational and technical measures 
aimed at protecting information from unauthorized access, disclosure, diversion, 
change of information, etc. [7.8, 9]. 
Arrangements are obligatory part of building any corporate information 
system primarily involve and include the creation of the concept of information 
security of the institution and corporate information systems, as well as: 
• contain a set of actions for the selection and testing personnel involved in the 
preparation and maintenance of hardware and software; 
• clearly regulate the development and operation of information systems, 
administration thereof, recording, storage, reproduction, the carriers of information, 
user identification; 
• decide whether to draw up job descriptions for users and staff; 
• create regulations and action plans in case of attempts of unauthorized access to 
information resources system failure remedies of an emergency; 
• Provide training information security rules users. 
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Engineering measures – a set of specific technical measures designed to 
protect information in information systems. 
The choice of technical measures depends on the level of information 
security that should provide. 
Engineering activities carried out to protect the information infrastructure of 
the organization, may include using secure connections, firewalls, separation of 
information flows between network segments, the use of encryption and protection 
against unauthorized access. 
Engineering and technical measures to protect corporate information 
systems can be divided into hardware, software, defense transformation, etc., are 
carried out in the required quantities. 
The main groups of information security. With some fate probability it can 
be argued that the creation and implementation of computer security in Ukraine is not 
the result of purposeful work, and is more intuitive expression of interest in 
companies 
and institutions on how to protect their data. 
As a result - only large corporate customers can pursue expensive projects 
with information protection and keep staff engaged in the development and support 
of defense systems. 
It is very important that customers understand that it is necessary to protect 
and means that problems will arise in the organization of work and so on. 
Management of IT infrastructure as part of ensuring a high level of 
reliability and security of information systems. As a result of intensive 
development 
of information technology, information networks increase in size and a lot of 
application and system software, it became apparent that the use of only certain 
remedies does not significantly effect. You must use complex systems, remedies that 
would ensure comprehensive protection of information systems monitored networks, 
analysis of information flow, ensure safe storage and more. 
Therefore, one of the activities to ensure a high level of reliability and 
security of information systems is to improve infrastructure. 
In general, the solution of complex information security infrastructure 
solutions, networks and telecommunications engaged the following major 
companies, world leaders: IBM, CISCO, Check Point, McAfee, TREND MICRO, 
Symantec. 
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